Windows Server 2008 Pre- Axess Configuration

e One partition on PC
¢ Install all required drivers (Network, Chipset, System Management, VGA)
e Set Statmon Logo as Desktop background
e Change Administrator account Icon to Statmon OEM Logo
o Add Notepad, Register Object, and UnRegister Object to SendTo directory
¢ Import registry for Command Prompt on Menu
¢ Install latest Adobe reader
¢ Install all Critical Windows Updates
¢ Install UltraVNC http://www.uvnc.com/download.html (for remote diagnostics)
¢ Install WinRar http://winrar2008.org (common data compression tool)
¢ Follow ALL system configuration items outlined in this document
e Disable User Account Control (UAC)
o \HKEY_LOCAL_MACHINE\SOFTWARE\WMicrosoft\Windows\CurrentVersion\
Policies\Systems\
= Change EnableLUA Value Data to “0”
e Disables UAC Polices
¢ Requires Reboot

Edit DWORD (32-bit) Value
Value name:
|EnableLUA
Value data: Basze
IE % Hexadecimal
" Decimal
QK I Cancel

e Configure Static IP for TCP/IPv4 (Obtainable from Network Administrator)
o Control Panel| Network and Internet | Network Connections


http://www.uvnc.com/download.html
http://winrar2008.org/

Internet Protocol Yersion 4 (TCP/IP¥4) Properkie el

General

Yau can get IP settings assigned automatically iF wour netbwork supparts
this capability, Otherwise, wou need ko ask your nebwork administrator
For the appropriate IP setkings.

™ Obtain an IP address automatically

—{*" Use the following IP address:

IP address: I

Subnet mask: I

Default gateway: I

£ obbain DNS server address automatically

—{* Use the Following DMS server addresses:

Preferred DS server: I

alternate DM server; I

Advanced... |
K I Cancel |

¢ Disable Windows Firewall
o Control Panel | Security]| Windows Firewall



* Windows Firewall Settings

General IExceptil:uns | Advanced |

[ ] Your computer is nok pratected: burn on \Windows Firewall

Windows Firewall can help prevent hackers or malicious software From gaining
access ko your computer Ehrough the Internet ar a nebwark,

L;@ " On {recommended)

This setting blacks all autside sources From connecting ka this
computer, except for those unblocked on the Exceptions tab.,

" Block alllincoming connections
Select this option when you conneck to less secure networks, Al

exceptions will be ignared and you will nat be natified when
Windows Firewall blocks programs.

|.,;\ /] + Off {not recommended):

&vvoid using this setking, Turning off Windows Firewall will make this
computer more vulnerable to hackers or malicious software.

Tell me more about these setkings

| Ik I Cancel Gy




Prepping Windows for improved performance..

EI Personalization

=13

« = - Control Panel = Appearance and Personalization = Personalization -

Tasks
Change desktop icons

IEI Adjust fort size {DPI)

See adlso
Taskbar and Start Menu

Ease of Access

Personalize appearance and sounds

5
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@

é,-.,
i
s
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Window Color and Appearance
Fine tune the color and style of your windows.

Desktop Background
Choose from available backgrounds or colors or use one of your own pictures to decorate the desktop.

Screen Saver

Change your screen saver or adjust when it displays. A screen saveris 3 picture or animation that covers your
screen and appears when your computer is idle for 2 set period of time.

Sounds
Change which sounds are heard when you do evenything from getting e-mail to emptying your Recycle Bin.

Mouse Pointers

Pick a different mouse poirter. You can also change how the mouse pointer looks during such activities as
clicking and selecting.

Theme

Change the theme. Themes can change a wide range of visual and auditory elements at one time including
the appearance of menus, icons, backgrounds, screen savers, some computer sounds, and mouse pointars.

Digplay Settings
Adjust your monitor resolution, which changes the view so more or fewer tems fit on the screen. You can also
control monitor flicker refresh rate).

e Switch theme to “Windows Classic”
o Rclick Desktop | Personalize | Window Color and Appearance



v

E' Appearance Settings E

Appearance

Active Window M=l E3

Momal [izabled) Selected
Window Text

Messane Text
oK |

Color scheme:
Windows Vista Basic
Windows Standard
Windows Classic
High Contrast White
High Contrast Black Effects...
High Contrast £2
High Contrast #1 Advanced...

Ok ” Cancel H Apply ]

¢ Right click Start button



o Select Lock the tastbar
o Unselect Group similar taskbar buttons
o Unselect Show Quick Launch

P_Taskbar and Start Menu Properties

Taskbar |Start Menu I Makification Area I Toolbars |

~Taskbar appearance

V¥ Lock the baskbar
[ Auko-hide the taskbar
¥ Keep the taskbar on top of other windows

[ Group similar taskbar butkons

™| Show window previews (thumbnails)

Howy dio I cusbomize the kaskbars

(4 I Cancel Apply




Select tab, Notification Area, and de-select Hide inactive icons. Click apply, then
OK.
o Ensure Clock and Network icons are always shown.

P_Taskbar and Start Menu Properties x|

Taskbar I Stark Menu  Mokification Area |Tn:n:n||:nars |

LR R 255 AM

—lcons

You can keep the notification area uncluttered by hiding icons that
wol have not clicked recently,

™ tide inactive icons ustoriee. , |

— Swskern icons

Select which system icons o always show,
v Clock

v Yolume

v Metwork:

r =

(4 I Cancel Apply




Right click Start button, select explore, and then navigate to Tools| Folder
Options and select:
o Display full path in title bar
o Show hidden files and folders
De-Select
o Hide extension for known file types
o Hide protected operating system files
o Use sharing wizard
Click Apply and then Apply to Folders

Folder Options x|

General  Wiew |Searn::h|

— Folder wigws
You can apply the view [such as Detailz or lconz] that
[ yoL are wzing for thiz folder ta all folders of this bype.

Bezet Falders

Advanced settings:

) Files and Folders
Always show icong, neser thumbnails
O Ahways show mernus
Digplay file icon on thumbnailz
Digplay file zize information in folder tips
Digplay gimple folder view in MNavigation pane —
Digplay the full path in the title bar [Claszic folders only]
, Hidden filez and folders

) Do not show hidden files and folders

{3} Show hidden files and folders
[ Hide extenzions for known file types
[ Hide protected operating system fileg [Recommendead) ;I

| »

Festore Defaultz |

] Carnicel | Smply |




Select a screen resolution of 1280x1024 or Higher if possible

'-'__:_'1 Display Settings
Manitor
Generic PrP Maonitor on katrox G200e (ServerEngines) - English
Besalution: Calars:
Laws | High High (24 bit) |

1280 by 1024 picels

How do I get the best display? Sdvanced Settings... |

x|

(04 I Zancel Apply




Browse to the location of the Statmon desktop logo from Personalize | Desktop
Background (C:\STC \apps\STC\s-bkgrd-blue.jpg)

[l Desktop Background

@(:)' M ~ Personalization ~ Desktop Background - m |'3-3ar-:h @]

Choose a desktop backaground
Click a picture to make it your desktop background. To use a picture that's not listed, browse to the picture and double click
it.

Location | Solid Colors j Browse... |

| »

oK Cancel




Select (None) for Screen saver from Personalize| Screen Saver
= Screen Sawver Setlings

SELLTE




¢ Under Personalize| Screen saver| Power management, select Change power
settings.. Then select High performance power plan and click change plan

settings.

- Control Panel',Power Options

=101 %]

‘OO F& Control Panel = Power Options

- IEJ ISearch

)

File Edt Wew Tools Help

Require a passward on wakeup select a power plan
Chonose what the power bukkon Piower plans can help wou maximize your computer's performance or conserwe energy. Make a plan active by
does selecting it, or choose a plan and customize it by changing its power settings, Tell me more about power plans

Create a power plan

Preferred plans

@ Choose when ta burn off the

! ™ Balanced
display

Change plan settings
. Change when the computer sleeps

" Power saver

Change plan settings

¥ High performance
Change plan settings

See also
Personalization

User focounts

Energy savings:
Performance:

Energy savings:
Performance:

Energy savings:
Performance:

(-1}
@99

200020
1)

1)
299099




e Select Turn off display/sleep “Never” and then click Change advanced power
settings...

i x]
‘a& I@ = Contraol Panel = Power Cptions + Edit Plan Settings - m] ISearch @J

File Edt Wew Tools Help

Change settings for the plan: High performance

Choose the sleep and display settings that waou wank wour computer ko use,

© Tmottthedsey (T~

W Put the computer ta sleep: INever j

Change advanced power settings

Restore default settings For this plan

Saye changes Cancel




e Click Change settings that are currently unavailable.
S PowerOptions WK

Advanced settings |

then choose settings that reflect how you want your

\[ i Select the power plan that you want to customize, and
computer to manage power,

';«I':',"',' Change settings that are currently unavailable

My Customn Plan 1 [Active] -

= Additional settings -

= Require a password on wakeup
Setting: I'.-'es "I
Hard disk
Wireless Adapter Settings
Sleep
U5SE settings e
Power buttons and lid
PCI Express

-
Processnr nower mananesment _I

HEHBEKBEEIBE

Bestore alar defaults |

QK I Cancel | e[ |

e Change the following settings:



o Require a password on wakeup : NO
o Turn off Hard disk after: 0 Minutes (Never)
o Sleep : Never

& Power Dptions d |
Advanced zettings |
\[- i Select the power plan that you want to customize, and

then choose settings that reflect how you wantyour
camputer to manage power,

IHigh performance [Aotive] j

= Additional settings -
= Require a password on wakeup
Setting: Mo
= Hard disk
= Turn off hard disk after

Setting (Minutes

Wireless Adapter Settings —

[+

Sleep
LZE settings
Power buttans and lid

DT Fuipace LI

Restare plan defaults |

k. I Cancel | Smply |

1EH HH




¢ Under Control Panel| System and Maintenance| System, select Advanced system
settings..

o Select the Advanced tab then click “Settings” for Performance...
System Properties




e Select Adjust for best performance and apply
Performance Options

O animate controls and elements inside windows
[ animate windows when minimizing and maximizing
[ Fade or slide menus into view

[ Fade or slide ToolTips into view

O Fade out menu items after clicking

O show preview and filters in folder

O show shadows under menus

O show shadows under mouse pointer

O show thumbnails instead of icons

O show translucent selection rectangle

[ 1 Show window contents while dragoi




View the Device Manager and verify there are no device issues (Exclamation next
to device tree)

-,-—ﬂ Device Manager

=101 %]

File  Action View Help

&= |5 HE

El-g4 STC_CORP-PC
-l Computer
[ Disk drives
B, Display adapters
L2 DWDICD-ROM drives
[#- Hurnan Inkerface Devices
g IDE ATAJATAPI controllers
2- Kevboards
ﬂ Mice and other pointing devices
- Bl Moritors
CF Mebwark adapters
g Ports (COM & LPT)
-- Processars

'c— Starage controllers
H-ih System devices
i Universal Serial Bus controllers

P




e Next, under Control Panel| System and Maintenance| Windows update, click
change settings and select “Check for updates but let me choose whether to
download and install them.”

& Change settings =] 3|
© L:—:p |.ﬂ ~ Control Panel ~ Security = Windows Update ~ Change seftings - &3 I?EE--:-- @J

Choose how Windows can install updates

When your computer is onling, Windows can automatically check for important updates and install them using these
settings. When new updates are available, you can also install them before shutting down the computer.

Understanding Windows automatic updating

|&| ' Install updates autematically {recommended)
l.\- 4

Install new updates:
IE'.'-‘:-:.- day j at I?:ZZ AM j

¢ Download updates but let me choose whether to install them

%) Check for updates but let me choose whether to download and install them

|6| € Mever check for updates jnot recommended)
LX)

Your computer will be more vulnerable to security threats and performance problems without the latest updates.

Recommended updates

[T Include recommended updates when downloading. installing. or notfying me about updates

Mate: Windows Update may update tseff automatically befare it checks for other updates. Read our privacy statement
online.

@oK | Cancel

e Ensure Windows Logs for Application, Security, and System have “Overwrite
events as needed” selected. This can be checked under Control Panel| System
and Maintenance| Administrative tools| Event Viewer| Windows Logs.

Note: “Overwrite events as needed” js on, by default.



Installing Required Windows Components from Server Manager

Manager
File  Action Mew Help

IS[=]E3

Roles

fﬂ_!; Corffiguration
&3 Storage

+! Server Summary
+! Computer Information
Full Computer Name:
Warkgroup:
Local Area Connection:
Remote Desktop

Product 1D:

r Do not show me this console at logon

+! Security Information
Windows Firewall:
‘Windows Updates:
Last checked for updates:
Last installed updates:

|E Enhanced Securty Corfiguration
(ESC):

~! Roles Summary

+! Roles: 1of 16 instaled
4 | 5% Lest Refresh: &

WIN-APAI TVVGGCY
WORKGROUP

|Pv4 address assigned by DHCP, IPvE enabled

Disabled

On
Download updates only, using Windows Update

8/19/2008 1:41 PM

On for Administrators
Onfor Users

2:38:51 PM  Configure refresh

il Features
% Diagnostics a Get an overview of the status of this server, peform top management tasks, and add or remove server roles and features

Server Summary Help

1&l Change System Properties
View Network Connections
o Corfigure Remote Desktop

EP Go to Windows Firewall

2 Configure Updates

#4 Check for New Roles

E Run Security Corfiguration Wizard
[ Corfigure IEESC

Raoles Summary Help

5 + Go to Roles

Note: External media is not required to install these Windows components.

Under Server Manager| Roles | select and install the following Windows

components and sub components:




e IS
o Note the requirements listed on the “Before you Begin” window and click
next
* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
The latest security updates from Windows Update are installed

Add Roles Wizard



Add Roles Wizard

[] Active Directory Federation Services
[] Active Directory Rights Management Services

e Select Web Server (lIS) and click next
o Ensure all items listed in the following two screenshots are installed with
ns



Add Roles Wizard

Common HTTP Features

Static Content

Default Document

Directory Browsing

HTTP Emors

[C] HTTP Redirection
B Application Development

ASP.NET

.NET Exdensibility

[] AsP

[ cal

ISAP| Extensions

ISAP| Fiters

[] Server Side Includes
= Health and Diagnostics

HTTP Logging

[] Logging Tools

Request Monitor

[ Tracing




Add Roles Wizard

] Digest Authentication
[] Client Centificate Mapping Authertication
[ 115 Cliert Certfficate Mapping Authentication
[] URL Authorization
Request Fitering
[ IP and Domain Restrictions
= Pedformance
Static Content Compression
[] Dynamic Cortent Compression
= Management Tools

IIS Management Console

[] 115 Management Scripts and Tools

[] Management Service

115 & Metabase Compatibility
115 & WMI Compatibility
115 & Scripting Tools
115 & Management Consols
= [ ] FTP Publishing Service
[] FTP Server
[] FTP Managemert Conscle




and sub components:

Under Server Manager| Features| select and install the following Windows components

IS[=]E3

o+ Roles

#m Diagriostics
fﬂ_!; Configuration
=3 Storage

a View the status of features installed on this server and add or remove features

(~| Features Summary
\») Features: 3 of 34 installed

.NET Framework 3.0 Features
NET Framework 3.0
¥P5 Viewer
WCF Activation
Non-HTTP Activation
Remote Server Administration Tools
Role Administration Tools
Web Server (|15) Tools
Windows Process Activation Service
Process Model
NET Environment
Corfiguration APls

¥| |54 Last Refresh: 8/20/2008 3:09:13 PM  Configure refresh
.

e
i Features

Features Summary Help

A Add Features
gﬂ. Remove Features




e MSMQ

O

Select Message Queuing and Expand

= Select Message Queuing Services and Expand

Add Features Wizard x|

=

..n;: i Select Features
L]

Features

Web Server (I15)
Role Services

Corfirmation

Progress

Results

Select Message Queuing Server
Message Queuing Triggers
HTTP Support

Multicasting Support

Click Next and wait for installation to complete

Select one or more features to install on this server.

Features:

Description:

[E .MET Framework 3.0 Features {Installed)
[] EitLocker Drive Encryption
[] EITS Server Extensions
[] Connection Manager Administration Kit
[ Deskiop Experience
[ Group Policy Management
] Intemet Printing Client
[] Intemet Storage Name Server
[] LPR Port Monitar
=Rl Message Queling
B [E Message Queuing Services
[¥] Message Queling Server
[] Directory Service Integration
[¥'] Message Queuing Triggers
[¥] HTTP Support
[¥] Mutticasting Support
[] Routing Service
[] Windows 2000 Client Support
[] Message Queuing DCOM Proxy
] Multipath /0
[] Network Load Balancing

[T Paar Mama Racnh tinn Protaenal

More about features

~| Message Queuing provides
guaranteed message delivery,
efficient routing, security, and priority-
based messaging between
applications. Message Queuing also
BCCOI es message delivery
between applications that run on
different operating systems, use
dissimilar network infrastructures, are
temporarily offling, or that are running
at different times.

Cancel




AXESS and SERVER 2008

The following steps are mandatory to get OVIs working on Server 2008!

If you are tired of using the Windows Classic theme on your Server 2008, you can install
Desktop Experience so that you can enjoy the eye candy goodness of the Vista theme.
Desktop Experience will also install Windows Media Player, Windows Sidebar and photo
gallery. Follow these steps to install Desktop Experience and liven up your server:

1. Click Start and select Server Manager

gl’_!ﬁﬂ Server Manager

Command Prompt

@ Internet Explorer

| Welcome Center

ﬁf'g' Internet Information Services (1I5)

- Manager
' L Windows Explarer

h System Information
=

» All Programs
It:e-': Search @
L7 Start

2. When the Server Manager window appears, go to the left pane and select Features.



i Server Manager (DRAAY)

=8 Storage

3. On the right, click the Add Features link.

a View the status of features installed on this server and add or remove features.

~| Features Summary

E Features Summary Help

#| Feabures: 0of 34 installed

rﬂ Add Features
Remdve Features

4. Check the Desktop Experience checkbox

Features:

[ ] .NET Framewaork 3.0
|:| BitLocker Drive Encryption
|:| BITS Server Extensions

Mahagement
[] nternet Printing Client
|:| Internet Storage Maming Server
] LPR Port Monitor
|:| Message Queuing
[ Multipath 1/0
[] metwork Load Balancing
[] Peer Mame Resolution Protocal
[] Quality windows sudio video Experience
[] remote Assistance

[] removable Storage Manager
[] RPC over HTTP Proxy
[] simple TCP/IP Services
[] sMTP server
[] smmMP services
[ | storaoe Manager for SANs

[E] remote Server Administration Tools (Installed)

5. Click Next.



6. Click Install

7. When the installation is complete, Windows will notify you that you must restart your server
to complete the process.

~| Desktop Experience /v Restart Pending

/1y You must restart this server to finish the installation process.

After you have rebooted, go to Services and make sure that the Themes service is started and set
to Automatically Start. After that, you are ready to change the theme on your server.

1. Right-click the desktop and select Personalize.

View g
Sort By g
Refresh

Paste

Paste Shortzub

Mew L4

[Froccat=__, |

2. Select Theme.




Personalize appearance and sounds

% Window Color and Appearance
Fine tune the color and style of your windows,

E Desktop Background

Choose from available backgrounds or colors or use one of yvour
own pictures to decarate the desktop.

@ Screen Saver
Change vour screen saver or adiust when it displays, & screen
saver is a picture or animation that covers vour screen and appears

when your computer is idle for a set period of time.

»dd Sounds

Change which sounds are heard when you do everything from
getting e-mail to emptying your Recyde Bin,

‘E Maouse Pointers

Pick a different mouse pointer. You can also change how the mouse
pointer looks during such activities as dicking and selecting.

ﬂ !!ange the thems, Themes can change a wide range of visual and

auditory elements at one time induding the appearance of menus,
icons, backgrounds, screen savers, some computer sounds, and
maouse pointers.

! Display Settings

' Adjust your monitor resolution, which changes the view so more or
fewer items fit on the screen. You can also control monitor ficker
(refresh rate),

3. From the Theme Settings window, use the Theme dropdown and select the Windows Vista
theme.



5 Theme Settings x|

Themes |

A theme is a background plus a set of sounds, icons, and other
elements to help you personalize your computer with one dlick,

Theme:

Windows Classic j Sane G5, ., Delete
My Current Theme

Windows Vista

Windows Classic

Browse...

Active Window

Mormal Disabled Selected

Window Text

4. Click OK.

So you go from a boring look like this:



e B 0 | & ||

| | #servermanager |

To a much better visual experience:



;IJ:.?I Server Manager J
L

Administrator

@ Internet Explorer

—

| Welcome Center

Documents

ﬁg' Internet Information Services (5]

Manager Computer

' !L Windows Explorer Metwork

Eﬁ Systemn Informaticn
-

Control Panel
Administrative Tools ¥
Help and Support

Run...

All Programs

aaa N = »
' Server Manager E Personalization




